Information Sharing Protocols
Introduction

<NAME OF THE ORGANISATION> handles person identifiable information in its system. This protocol enables the secure and confidential sharing of information across other organisations. There are boundaries surrounding the ownership and use of information about individuals that restrict the ability to share information. Set against this, efficient and effective information sharing requires the different agencies and organisations involved to share information on a need to know basis. This has now been defined in requirements laid down in legislation, e.g. the Data Protection Act 1998 ensures data controllers (organisations/agencies) have legal responsibility for person identifiable information that instils legal requirements concerning the use/s of that information.

<NAME OF THE ORGANISATION> collects and records information about individuals and avoids duplication of keying in information. Staff (people who are given access by <NAME OF THE ORGANISATION> to the information system) from <NAME OF THE ORGANISATION> have restricted access to systems and information. <NAME OF THE ORGANISATION> has its own effective procedure to deal with any breaches to this protocol. All incidents will be reported through existing incident reporting and management procedures. Any reported incident, with wide consequences, will be immediately discussed by the General Purposes Committee, which is responsible for Security and Confidentiality.

Scope of the Protocol
This is the overarching protocol to cover the sharing of information for all the purposes and comprises all the legal requirements and government guidelines governing sharing of identifiable information. Personal information about individuals/organisations can only be used for specific purposes and shared for specified justified reasons. All other uses of this information can only occur, if consent has been gained.

Other organisations/agencies involved in information sharing with <NAME OF THE ORGANISATION> will sign to agree to the requirements set out in this protocol. They have their own effective procedure to deal with any breaches to this protocol. All incidents will be reported to that organisation through existing incident reporting and management procedures. 

To ensure the protocol is accurate and up to date, it is regularly reviewed by the General Purposes Committee responsible for Security and Confidentiality.

Golden Rules
The principles set out are based on good practice and the legal and professional requirements relating to <NAME OF THE ORGANISATION>. They are summarised as below:
1.   Confirm the identity of the person you are sharing with

2.   Obtain consent to share, if safe, appropriate and feasible

3.   Confirm the reason the information is required

4.   Be fully satisfied that it is necessary to share

5.   Check with a manager/specialist or seek legal advice, if you are unsure

6.   Don’t share more information than is necessary

7.   Inform the recipient, if any of the information is potentially unreliable

8.   Ensure that the information is shared safely and securely

9.   Be clear with the recipient how the information will be used

      10.  Record what information is shared, when, with whom and why; and, if you decide not to share,    

             record your reasons

Specific Information Sharing Protocols

Context Specific Information Sharing Protocols (ISPs) identify the operational data requirements to be shared for specific and lawful purposes; essentially the “who/why/where/when/what/how” questions of sharing personal information.

The ISPs will detail:

•    The specific purpose(s) for information sharing

•    The group(s) of service users it impacts upon

•    The relevant legislative powers and the consent processes involved

•    What data is to be shared?
•    The required operational procedures and the process for review

•    The means of communicating to practitioners the specific operational requirements

Benefits of information sharing

The imperative to share information is increasingly recognised, particularly in reducing risk to vulnerable individuals and to underpin effective partnership working. The anticipated benefits can be summarised as:

•    Better informed decision making

•    Improved inter-agency working

•    Better profiling of individual need or risk

•    More effective intervention, support and targeting of resources

•    Improved protection of individuals at risk

•    Reduction in acute need through earlier effective action

Legal and statutory framework

The principal legislative instruments that control the exchange of information in the fulfilment of public sector responsibilities are:

· The Data Protection Act (1998)

· The Human Rights Act (1998)

· The Common Law Duty of Confidence

· The Freedom of Information Act (2000)

Numerous other pieces of legislation bestow a power or a duty to share information in specific circumstances. All information sharing must be conducted in accordance with a relevant legal power or duty.

De-personalised and aggregated information

Where de-personalised or aggregated information is no longer sensitive or identifiable, it may be shared outside of the scope of this protocol. Where de-personalised or aggregated information may still be sensitive, e.g. as a result of complexity, currency, potential for misinterpretation or misuse, it must still be treated with care under the provisions of this protocol.

Signatories’ commitments under the protocol
Signatories are committed to:

· Abiding by the Golden Rules for information sharing in all instances of information exchange.

· Sharing information in accordance with the law.
· Sharing information responsibly and in accordance with professional and ethical standards.

· Sharing, receiving and storing information securely.

· Establishing realistic expectations from the outset regarding the reasons for which the      information is required and the purposes for which it will be used.
· Recording information exchanges and refusals in such a way as to provide an auditable record. 
· Consulting with originating organisations before using information received under this protocol      for any purpose other than that originally communicated when the information was received.      This includes responding to requests for access to information from the public, as consultation is necessary for advice on sensitivities, legitimate exemptions or interpretive advice. Signatories      are not obliged to consult where they are under a legal obligation to share the information and      any delays would result in serious harm. In such circumstances, signatories must inform the      originating organisation as soon as is practicable.
· Raising awareness within their organisation and training staff to use the protocol.

Consent to share

Confidential or personal information may be shared, if consent to share has been given by the confider or data subject. This should be sought, if it is safe, appropriate and feasible to do so. Where the confider or data subject does not have capacity to give consent to share, consent may be sought from someone who may appropriately act on behalf of the data subject, for example, an appropriate adult or someone who holds a relevant Power of Attorney. If it is not possible or safe to obtain consent, consideration should be given as to whether it is necessary to share without consent.
A record should always be made of any consent that has been given or refused. This should be referred to when information is shared to ensure that the scope of the consent is not exceeded. Consent should be re-sought, if the information is to be used for a different purpose to that recorded or if there has been an unreasonable lapse of time since consent to share was given.

The confider or data subject may withdraw consent at any time and they should be made aware of this right. If consent is withdrawn, others with whom the information has been shared must be notified.

Consent must not be assumed to be open-ended. Confirmation of continued consent should be sought after a reasonable time, according to individual circumstances, and an expiry date for consent should be recorded. In the event of a change in either the extent of information being sought or the need to share with agencies not included in the original consent agreement, a revised consent should be sought unless the information may legitimately be shared without consent.

Sharing information without consent

It is not always safe, appropriate or feasible to obtain consent to share information. Circumstances where it may not be possible to obtain consent include:

•    Where obtaining consent might be contrary to the public interest;

•    The data subject / confider may be absent or not contactable;

•    The data subject / confider may be permanently or temporarily incapacitated and has no 
      Appropriate Representative;

•    The data subject / confider has withheld or withdrawn their consent.

Under the Common Law Duty of Confidence, the Data Protection Act 1998 and the Human Rights Act 1998, it is possible to disclose information without consent in the cases of serious public interest or in the best interests of an individual. Decisions regarding the disclosure of information without consent must be made on a case-by-case basis. Any disclosure must always be proportionate and the minimum necessary to achieve the necessary objective. If it is not possible to obtain consent before sharing information, the data subject / confider should be informed as soon as possible after the information has been shared, unless this would be inappropriate.

Disclosure of information and information in transit

All disclosures of computer held identifiable information should be included in the relevant data protection registration document for the database from which the disclosure may be made.

· Some disclosures of information may occur because there is a statutory requirement upon the        organisation to disclose, e.g. with a Court Order, because other legislation requires disclosure.
· If person identifiable information or records need to be transported in CDs, DVDs, memory sticks or manual paper records, transportation should be carried out so that the security and confidentiality of the information is maintained.
· Reliable transport couriers should be used at all times. Packaging should be sufficient to protect      the contents from any physical damage during transit and should be in accordance with the    manufacturer’s specifications.

Data Exchange, Security and Disposal
· At all stages of the exchange the principle that the information should be available only to those who have a specific and legitimate need to see it must be maintained by both the sender and the recipient.

· Data must only be sent if the means of transmission is secure and it can be established that the appropriate recipient’s access to the transmission is equally secure.

· Data must be stored securely, regularly reviewed and disposed of in accordance with the organisation’s Retention and Disposal policy and procedures when no longer required for the purpose it was originally obtained.

· To ensure the security of this data, it should be encrypted and held on portable media such as, laptops, CDs, DVDs, memory sticks or pen drives, etc.

Secure information exchange methods

It is important that information is shared safely and only shared with the intended recipient. The information should show the originator’s details, including organisation name and date. Information can be shared in a variety of ways and there are advantages and disadvantages to each method. The ways in which you may choose to exchange information are set out below.

· E-mail 


Send any personal data in a password protected attachments. There’s no point in password protecting a file and then sending the password in the same email. Forward the mail only when necessary; many people have been caught out by sending on information they didn’t realise was there. Make sure you are only sending information to the people you intend (Reply to all). 
· Fax 

   
This is only secure if the person who wants the information is waiting at the machine to receive the document immediately. Do not assume this will always be the case and ensure they are waiting for your fax before it is sent. It is recommended that a cover sheet be transmitted first with the information itself sent only after a confirming response has been received.
· Postal or Courier Services


If you have to use post, ensure that you use an envelope that will show if it has been tampered with (preferably inside another envelope) and is marked ‘Private and Confidential Addressee Only’. It is recommended that if the Post Office system is used, Recorded Delivery or Registered Delivery is chosen, as this allows the mail to be tracked. A courier service could alternatively be used, depending on the sender’s requirements or sensitivity of the information.
· Personal exchange


Paper copies of information can be exchanged in person provided that both the information holder and the recipient take appropriate measures to ensure that they cannot be read by anyone who does not have a legitimate reason to do so. Paper copies should be kept secure at all times.
· Verbal exchange


This is only secure, if it is not repeated to anyone who is not authorised to hear it, or overheard when exchanged or discussed, e.g. in a busy office or during a conference phone call. If information is exchanged verbally in a manner where it is not recorded at the time, the exchange should be validated and confirmed in writing as soon as possible.

· Conference


Much information sharing will take place in confidential conference meetings to determine a course of action in respect of specific named individuals and to which appropriate individuals are invited. Exchange may be oral or on paper, but data protection principles must still apply with attendees only being present, where it is appropriate for them to share the information. 
Protective Marking of Information Assets

An established framework for document security marking should be adopted on all information to be exchanged, as required by ISO /IEC 17799 or ISO /IEC 27001 Standards. Frameworks exist in most sectors and most organisations use terms such as “Internal Only” or “Confidential” and, as a general principle, all personal information should carry a protective marking or the equivalent for their organisation.

Breach of Protocol
If a breach of the protocol occurs the organisation must log the incident and investigate. All breaches, actual and/or potential, should be reported to the next planned meeting. This could be verbal or a written report. It is expected to be provided with the following details:

•    Particulars of the incident

•    Action taken

•    When the incident has been closed

Incident reporting will be a standing item on the agenda of all meetings of the General Purposes Committee. The procedures laid down in this document will provide a secure framework for the sharing of information between partner organisations/agencies participating in <NAME OF THE ORGANISATION>, in a manner compliant with their statutory and professional responsibilities. As such we undertake to implement and adhere to the procedures and structures set out in this protocol and other organisation protocols and ensure that all policies/procedures established between organisations/agencies for the sharing of information are consistent with this protocol.
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